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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

33.819
3
Rationale

Clause needed to describe the EAP auth framework addressing the requirement from SA1 on having a flexible authentication framework

This is related to key issue #5.1 and #5.2. However, no specific key issue has been created to the EAP authentication framework respectively since the solution comprises rather a rewrite and reference of existing text in 33.501 in clause 6.1.3 and Annex B. 

4
Detailed proposal

6.Y
Solution #Y: Unified EAP authentication framework

6.Y.1
Introduction

This solution is addressing the requirement from SA1 on having a flexible authentication framework and is related to key issue #5.1 and #5.2. However, no specific key issue has been created to the EAP authentication framework respectively since the solution comprises rather a rewrite and reference of existing text in 33.501 in clause 6.1.3 and Annex B. 
The solution details sketch the text needed in 33.501 on usage of the EAP authentication framework in NPNs.
6.Y.2
Solution details

Potential requirements:

· The 5G system shall support an authentication framework that is flexible to support for PLMN integrated NPNs authentication with 3GPP credentials.

· The 5G system shall support an authentication framework that is flexible to support for SNPNs authentication with 3GPP credentials or non-3GPP credentials.

· The 5G system shall support an authentication framework which allows for different types of identities used by NPN-UEs.
NOTE 3: Examples of NPN-UE identities are SUPIs (i.e. IMSI), NAI, and Line Id as used in Wireline Wireless convergence. 

· NPN and NPN-UEs shall be able to mutually authenticate each other.
· The EAP authentication framework shall be supported without limiting it to EAP-AKA'.
· The EAP authentication framework shall be supported for key-generating non-AKA EAP methods. 
· Depending on the NPN deployment, EAP authentication methods with 3GPP credentials or non-3GPP credentials may be supported. 
Enhancement to existing text in 33.501 to be addressed in a separate clause for SNPN:

The EAP authentication framework is supported by the 5GS and shall allow the usage of any EAP authentication method. It is the NPN operator's decision which authentication method is selected, i.e. 5G AKA, EAP-AKA' or any other non-AKA EAP authentication method. 
NOTE 1: Clause 6.1.3 gives an example of using the EAP framework with EAP-AKA' using so-called 3GPP credentials. Annex B gives an example of using the EAP framework with EAP-TLS using client and server certificates, one example of so-called non-3GPP credentials. Other EAP authentication methods are specified in the specific RFCs.
NOTE 2: The storage of credentials in UEs operated in a SNPN is out of scope of this release.

For EAP-AKA', the roles taken by UE, SEAF and AUSF are according to the description given in clause 6.1.1.2.

For any non-AKA based EAP method, the UE takes the role of the peer, the SEAF takes the role of the pass-through authenticator, but the AUSF may take different roles depending on the selected EAP method and the subscriber management taken care by UDM or by an external entity: 
· The AUSF may take the role of the backend authentication server, e.g. as described in Annex B, or 
· the AUSF may be both, the backend authentication server and an authenticator, if the subscriber database is an entity outside of scope in 3GPP acting as the backend authentication server, e.g. an AAA server. 
6.Y.3
Evaluation

The solution addresses the generic requirement on support of non-AKA based authentication methods (see 22.261) that is further refined as a potential 33.501 requirement. 
Key generating non-AKA EAP authentication methods other than EAP-AKA' are needed if the NPN-UE has non-3GPP credentials or the NPN operator prefers those. This is addressed by this solution. 
